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Online Safety Policy and Procedures Guidance
(Includes mobile phones, CCTV, use of cameras and internet)
Statutory Framework:
Section 3 – The Safeguarding and Welfare Requirements 3.4
Legislation Links:
The Children Act 1989, 2004
General Data Protection Regulations
Data Protection Act 1998
Policy Statement:
The Data Protection Act 1998 affects the official use of photography by settings. This is because an image of a child is considered to be personal data and it is a requirement that written consent is obtained from the parent of a child or young person under the age of 18 years (or the child him or herself if deemed competent from 12 years old as suggested by the Information Commissioner) for any photographs or video recordings. It is also important for settings to ascertain the views of the child regarding their images at any age. The Data Protection Act states that settings must have parental consent to take and use any images (still or video) of children for official use both within the setting and beyond (e.g. to use for publicity purposes or to share online)
This policy applies to children, parents and carers, early year’s practitioners and their Managers, volunteers, students and visitors.
Any images taken by the setting for official use will be kept in accordance with the eight key principles as identified under the Data Protection Act:
1 Obtained and processed fairly and lawfully
2 Held only for specified purposes
3 Adequate, relevant and not too excessive
4 Accurate and kept up to date
5 Held no longer than necessary
6 Processed in accordance with the rights of the data subject
7 Subject to appropriate security measures
8 Only transferred to countries that have suitable data protection controls

Procedures:
The Early Years Designated Person for Safeguarding (EYDP) is responsible for ensuring the acceptable, safe use and storage of all camera technology and images. The Staff and the Managers will ensure that all images are available for scrutiny and will be able to justify any images in their possession. 
The designated person is responsible for ensuring all ICT equipment is safe and fit for purpose, all computers have virus protection installed, and that the safety settings are set to ensure that inappropriate material cannot be accessed.
Use of Photos/Videos by Parents/Carers
Under the Data Protection Act 1998, any photos taken for official setting use may be covered by the Act and parents/carers and children should be advised why they are being taken. Any photos taken purely for personal use (e.g. by parents/carers at events to put in a family album) are exempt from the Act. Where parents are permitted to take photographs or DVD footage, Cre8tive Play will make it clear from the start that any images taken must be for private use only and ask for them not to be put on the web otherwise Data Protection legislation may be contravened. Parents/carers will be advised to read this policy before any event and when their children are new to the setting and/or make an announcement at the start of the event.
Parents are not permitted, however, to take photographs or to make a video recording for anything other than their own personal use (e.g. with a view to selling videos of an event). Recording and/or photographing other than for private use would require the consent of the other parents whose children may be captured on film. Without this consent the Data Protection Act 1998 would be breached.
Cre8tive Play reserve the right to refuse parents and carers the opportunity to take photographs and make videos on Health and safety grounds. This right could be implemented should it be deemed appropriate (e.g. an excessive use of flashlights and/or bulky and noisy equipment are to be considered a potential health and safety risk).
Personal cameras must not be used within the setting by staff, only the authorised setting camera should be used to take images.
Images of children who no longer attend the setting will not be used, unless specific consent has been obtained to cover this extended period.
The camera will be readily accessible to capture spontaneous moments to support the observation requirements of the Early Years Foundation Stage, and to share with parents.
Images of children will only be taken when they are in full and suitable dress, except when babies are taking part in messy play in their nappies. In no circumstances will images be taken in sensitive areas of the setting, e.g. toilet areas, baby changing areas, sleep area when babies are sleeping etc.
Any online images of the children will not have any identifying information or names of the children.
Any memory sticks used by the setting will be held by The Manager or their deputy. 
Use of Photos/Videos by Children
Cre8tive Play sometimes allow the children to use digital cameras/videos to document their activity and as part of play and learning. This is a useful tool to support children’s learning and exploration; however the use of digital cameras by children will always be supervised by staff to ensure that appropriate images are taken.
When children are taking images, staff will discuss with the children appropriate use of cameras, including places where they cannot take the camera (e.g. toilet areas, baby changing areas etc.) Staff will role model positive behaviour to the children by encouraging them to ask permission before they take any photos. These photos/videos will be carefully controlled by the setting and checked carefully before they are shared with parents/carers online or via digital screens. 
Cameras/Videos provided for use by the setting and the images themselves will not be removed from the setting. Only the settings camera/ipad must be used for taking videos/pictures.
Internet use and other types of technology
· Cre8tive Play will have a log of any incidents that may occur and this will include actions taken. Any incidents will be reported to the e-safety officer in charge of Early Years Settings and the Information Commissioners Office.
· The setting will ensure that all internet use is managed and monitored and that secure passwords are used at all times.
· The setting will ensure that it has up to date virus and security built into any form of technology used to access the internet and that this is regularly checked.
· Children do not normally have access to the internet, never have unsupervised access and only on approved or pre-checked websites only.
· All online communications sent by the setting will be written in a polite, respectful and non-abusive manner.
· All staff will be informed that their internet usage will be monitored at their induction.
· If staff access the internet with children for the purposes of promoting their learning, parents will be referred to this policy.
·  Children will be given age appropriate guidance about acceptable and safe behaviour when using technology. For example from www.thinkuknow.co.uk and www.childnet.com .  
· Safeguarding designated person will also seek to build children’s resilience in relation to issues they may face in the online world and will address such issues such as staying safe, having appropriate friendships, asking for help if unsure, not keeping secrets as part of social and emotional development in age appropriate  ways. This is usually done during circle time.
· Parents/carers will be informed of any use of technology by children in the setting and our expectations of safe use.
Data Protection
· Any personal information or images stored by the setting will be notified to the Information Commissioners Office (ICO), this is a requirement under the Data Protection Act 1998.
· Any personal information held will kept in accordance of the 8 key principles of the General Data Protection Regulations, the 8 principles are:
· Processed fairly and lawfully
· Processed for specified purposes
· Adequate, relevant and not excessive
· Accurate and up-to-date
· Held no longer than is necessary
· Processed in line with individual’s rights
· Kept secure
· Transferred only to other countries with suitable security measures
Social Networks
· Staff using personal network sites will not be permitted to discuss the setting or the children/parents, use images of the setting or the children/parents attending the setting on these sites, staff will be made aware, during their induction, that any misuse will be recorded and reported to the appropriate authorities.
· The official setting website and facebook site will be monitored and run by the nominated persons.
·  Staff are not permitted to use social networking sites whilst on duty
· Staff may face instant dismissal or criminal action if gross misconduct is reported
· Smart watches are not permitted in the setting.
CCTV
· CCTV may be used in the setting to monitor all areas with the exception of the toilets and the baby changing areas.
· The images will not be stored for any longer than is deemed necessary and will be monitored by the Owner and Safeguarding Officer
· Any images held on the tapes which are no longer required will be disposed of securely or all images will be removed completely
· Staff, visitors, parents and carers will be informed that CCTV is being used. 

Mobile Phones and other Personal Devices
- Staff, visitors, parents and volunteers will be asked to turn off mobile phones whilst they are on the premises
- Staff will only be permitted to use their personal mobile phones during designated breaks, unless they have gained permission from their Manager and they will be kept in the office at all times . 
- Staff will not use their personal phones to contact children, parents or carers, unless it is deemed an emergency, in which case the staff member must inform their Manager and the event will be recorded.
- Any devices brought into the setting must not hold inappropriate or illegal content.
-If mobile phones are taken on outings, for use in the case of an emergency, they must not make or receive personal calls, or take photographs of children.
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